Cybersecurity
Solutions

Evolve with the threat and CG I
technology landscape



Federal agencies are facing rapidly changing and increasing
cyber risks, requiring a focus on continously improving
their cybersecurity posture across a complex landscape of

systems and data.

To enable the uncompromised continuation of mission
delivery, CGl offers a full suite of services and solutions
that mitigate risk and increase organizational resiliency
at the speed required while maintaining low disruption to
ongoing operations.

On the forefront of cybersecurity for decades, CGl’s
focus is on understanding threats in current context
with real-world intelligence. Drawing on that analysis,
CGl partners with agencies to provide comprehensive
guidance and actionable insights.

We help agencies prevent, detect and respond to risks
with the right level of security across the IT ecosystem-
from data centers to hybrid work offices, and from the
cloud to the tactical edge.
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Innovation
Resilience
Privacy Protect

the enterprise

Operate
with confidence

40+

years serving the federal government

400+

dedicated federal cybersecurity professionals

2,300

global cybersecurity professionals

40

federal agencies rely on CGl in their cyber or digital
transformation journeys

150

clients in 16 countries depend on CGl managed cyber
services

100%

independent Red Team

Leaders in compliance and governance management
for FISMA, FedRAMP, CMMC, HIPAA, and NIST
standards



Staying ready for what
IS coming

CGl's experts, armed with a firm and current understanding of the latest and most dangerous
cyber threats, determine the capabilities and technologies for each agency to deploy across the
enterprise to protect their systems and networks. We deliver the best-fit solution with proven best
practices and the latest technology.
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Strategies to build resiliency and adaptability

Our federal cyber advisory and consulting services help agency business and IT leaders understand
how to develop next generation cybersecurity approaches within constrained budgets, highly
regulated environments and an evolving technology landscape.

Move forward in your cloud journey with certainty

With a cloud-agnostic approach, we enable agency leaders, through knowledge sharing and
industry-leading practices, to confidently advance their cloud strategy, whether that is migrating from
on-prem IT to the cloud or securely sustaining hybrid cloud environments.

Gain actionable cyber intelligence

The CGI Federal Cyber Threat Analysis Center (CTAC) is a full-service solution center that focuses
on improving security posture for agencies to combat challenging cyber threats. Applying proactive
measures and threat hunting, our services include incident management, digital forensics, threat
intelligence and malware analysis.

Utilize secure data sharing to enable decision-making

As a leader in helping agencies leverage the power of data, CGI delivers solutions such as CGl
SecureDataFabric that provide a chain of custody to safeguard data — both internally and across
silos — at rest, in transit, and in use. CGl brings extensive experience in controlled unclassified and
classified data protections to our federal partners.

Flexible security services for evolving needs

CGl provides security as a service, security operations center (SOC) as a service, and managed
services to continuously evolve your agency’s cyber posture through ongoing innovation and access
to the latest tools to reduce the cycle time for threat identification and response and lowers the cost
of maintaining an evolving cybersecurity posture.

Mitigate and investigate insider threats

CGl takes a proactive approach to deterring, detecting and responding to threats includes those
from within the organization. With an emphasis on maximizing the effectiveness and utilization of
data, we apply behavioral analysis and intelligent automation to reduce risks from intentional or
unintentional insider threats.



CGl is supporting over 40 federal agencies in their
cyber journey as part of two ongoing Continuous
Diagnostic and Mitigation (CDM) efforts:

e Our team is currently improving the security posture
of seven federal agencies: The Departments of
Commerce, Justice, Labor and State, the U.S.
Agency for International Development, Federal
Communications Commission and the Tennessee
Valley Authority. The program implements tools,
sensors, and services to measure elements of the
agency’s cybersecurity posture and report on a
series of agency and federal dashboards.

¢ \We are also working to enhance the cybersecurity
posture and risk awareness at DHS’s Group F
agencies, which include 75+ Non-Chief Financial
Officer (CFO) Act Agencies. CGl is providing DHS’s
Cybersecurity and Infrastructure Security Agency
(CISA) with a shared services platform to deliver
CDM cybersecurity, ensuring the agencies can
evolve with the threat and technology landscape,
including developing innovative cloud native and
hosted service solutions.

About CGlI

Insights you can act on

Founded in 1976, CGl is among the largest IT and business
consulting services firms in the world. We are insights-driven
and outcomes-based to help accelerate returns on your
investments.

Nearly 7,000 of our experts help the U.S. federal government
achieve comprehensive, scalable and sustainable IT and
business goals. We enable our clients to execute digital
transformation, build the federal workforce of the future, achieve
operational excellence, enhance citizen engagement and
protect America’s assets. As the federal government faces
unprecedented challenges, we remain committed to enabling
its success, using our deep understanding of clients’ goals and
mission essential needs to provide consultative insights and

develop solutions for maximum results.
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