CGI IT Security Services Specifications — DIR-SDD-1885

Messaging Security Services

Security threats to government continue to accelerate as spammers and hackers exploit new methods to
attack the communication infrastructure. Attacks are targeted against all electronic communications
channels including email.

CGl's MSS Messaging Security solution stops spam, viruses, directory harvesting, and other message
attacks. Our solution provides protection from a wide range of threats to critical communication channels,
offers new secure means of communications, increases worker and IT productivity, dramatically reduces
costs, ensures reliability and help organizations decrease risk while at the same time improving regulatory
and legal compliance.

CGI's MSS Messaging Security solutions combine email, message archiving, encryption and message
continuity, all managed through a unified web-based administrative interface. There is no software or
hardware to buy, install, maintain or upgrade.

A complete solution is provided that works together on a single platform, enabling you to instantly add
services in any combination and on any scale that fits your needs. Messages are scanned for spam and
viruses before being archived or encrypted. Users can search message archives from the same interface
where they manage quarantined email and content policies can be applied to email.

CGil offers two distinct types of Messaging Security service: dedicated client premise gateway solution, or
a cloud-based solution. Both are extremely effective at dealing with mail threats. The benefit of the
cloud-based service is ease and speed of implementation.

Features
e Anti-spam provides maximum protection against unsolicited messages, with quarantine capability
e Anti-virus effectively stops viruses from entering your networks through the mail
e Content Filtering to help enforce business policies
e TLS Encryption to help ensure the privacy of communications

Optional Service Component
e E-mail archiving for data discovery needs

Benefits

Industry leading MSSP

Real-time attack blocking

No hardware or software to purchase/install/maintain

Multiple layers of defense

Message archival

Limits the load on an organization mail system by eliminating the spam before it reaches the
organization.

99.999% availability

e  24x7 coverage through the MSS SOC



