CGl cyber
security

Your mission. Protected.
Your future. Powered.
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In a world shaped by digital dependency and disrupted by relentless cyber
threats, security is no longer a secondary concern, it is a strategic imperative.
The United Kingdom faces growing cyber risks impacting across all sectors,
from ransomware threats to intellectual property (IP) theft and supply chain
attacks.

In this evolving environment, cyber resilience has become a defining factor

in operational continuity, customer trust, and national stability. Whether you're
operating critical national infrastructure, delivering frontline public services,
managing financial platforms, or scaling cloud-native innovation-cyber
security must be embedded, end-to-end.

CGl is one of the UK’s largest cyber security providers, trusted by
government departments, energy firms, health bodies, financial institutions,
and digital-native businesses. With over 1,700 cyber security experts
operating globally and deep roots in the UK, we deliver real outcomes,

not just advice.

We don’t just defend. We empower.
We don’t just react. We anticipate.

We don’t just advise. We deliver.




Cyber-attacks are escalating

in frequency, complexity, and
impact. In the past year alone, the
UK saw a 33% increase in major
cyber incidents, with the average
breach costing over £4.9 million.
Ransomware accounts for more
than 60% of those breaches,
and the NHS, education, utilities
and finance sectors remain
high-risk targets.

Technology is no longer confined to back offices.

From cloud-native applications to Al-driven insights
and remote operations, digital systems are embedded
in every function. But with digital transformation comes
an expanded attack surface. Hybrid infrastructures,
supply chain dependencies, and regulatory
expectations demand a new era of security thinking-
one where cyber risk is a board-level priority, not just
an IT concern.

At CGl, we understand this reality. We protect more
than data, we safeguard missions, reputations, and the
future. Our end-to-end approach combines strategic
advisory, hands-on managed services, and

proven audit frameworks. We support organisations
throughout the cyber lifecycle: from threat detection
to incident response, strategy creation to
regulatory alignment, SOC management to secure
digital transformation.



CGl: Trusted to deliver cyber security with
proven impact

CGil is a trusted partner across the UK’s cyber security landscape, known for successfully delivering complex,
end-to-end IT and Operational technology (OT) security programmes. Our reputation is built on years of hands-on
experience, refined through major transformation initiatives, from acquisitions and divestitures to contestability and
national-scale change programmes.

We focus on outcomes that matter: reducing risk, building resilience and enabling secure growth. Our success
is underpinned by a rigorous, evidence-based methodology and a commitment to client collaboration, working
shoulder-to-shoulder to safeguard operations across industries and infrastructures.




CGl cyber security:
actionable intelligence,
delivered with
precision

Every CGI cyber engagement delivers more than
advice, it delivers clarity and action. Our services
combine precision, repeatability and depth to provide
prioritised, actionable recommendations grounded in
real-world insights.

We go beyond surface-level analysis to deliver evidence
that enables confident, informed decisions. Our experts
understand the realities of IT and OT environments,
allowing us to provide remediation strategies that both
reduce risk and improve operational efficiency.

What sets us apart is our ability to operationalise

strategy. Beyond thought leadership, we embed cyber

security into daily operations through close client

partnership. Our end-to-end portfolio of IT and OT

services is designed to:

e Strengthen cyber posture and reduce risk across
interconnected environments

e Safeguard availability and continuity of operations
e Minimise disruption and protect safety-critical assets.

Whether supporting complex IT ecosystems or
safety-driven OT environments, CGl provides the
expertise, assurance and partnership needed to keep
organisations running securely and uninterrupted.




Our value proposition

Hands-on. Comprehensive. Proven.

el

Hands-on approach

We don't just advise. We act. At CGl we work shoulder-to-shoulder with your teams,
embedded within your environment to deliver real change. Our cyber experts operate on the
ground, whether responding to an incident, building a SOC, implementing identity frameworks
or preparing for GovAssure reviews. We're practical, visible, and committed.

We don’t hide behind reports-we roll up our sleeves.

“Clients deal directly with the people

doing the work. That’s where trust
IS built.”

Alex Woodward, Senior Vice President, Cyber Security UK

Comprehensive services

Cyber security isn’t a single product. It’s a continuous discipline. We offer a full range of
services, from strategy and risk advisory to penetration testing, incident response, and
engineering. Whether you need to establish Zero Trust, secure OT environments, or implement
DevSecOps, we've got every angle covered.

We design for now, and build for what’s next. With CGl, there are no gaps, just full coverage.



Proven success

Our credentials are earned through delivery. We have helped UK organisations pass
GovAssure assessments, implement secure cloud migrations, and recover from nation-state-
level attacks. Our services are certified to ISO 27001, 22301, 27701, NCSC CHECK, CREST,

and Cyber Essentials Plus.

We deliver outcomes, not just outputs.

@ 1,700+ cyber professionals
@ 24x7x 365 threat response
@ Global capability, local proximity

@ Industry-leading client retention

“We do difficult things well.
Our clients don’t want theory, they
want resilience.”

Alex Woodward, Senior Vice President, Cyber Security UK



Our cyber security service

offerings

Managed cyber security services

e |ntelligence led SOC

* Managed XDR

¢ \Vulnerability management
¢ Phishing

e |ncident response - breach
support

e Digital forensics

¢ |AM managed service

¢ |AM implementation service

* |AM essentials

e NCSC CHECK pen testing

e NCSC cyber resilience test facility
® Purple & red team testing

e Artificial intelligence monitoring

Cyber security advisory/consultancy services

e Overarching cyber as a service -
offering for SME

e Cypt-key

e Corporate / Personal Digital
Footprint Analysis

e External attack surface
management

¢ |AM implementation service
* |AM essentials

e NCSC CHECK pen testing
® Purple & red team testing

¢ Crypt-key

e Cyber GovAssure assessment
framework

¢ Risk management advisory - to
include assurance maintenance
(Plan)

e Cyber innovation advisory
* |AM strategy

e Cyber strategy

e Cyber resilience (business
continuity) - Root cause analysis /
incident review process / policy

e Secure by design

¢ Production of ISMS / IEC62443-
201:2010 (OT) Threat modelling /
assessment / analysis

e Supply chain risk management
¢ CISO as a service

e Security architecture and
engineering - include controls to
requirements mapping

e NCSC aligned tabletop exercises
e |dentity and access audit

e Code assurance

e Common criteria
e Cloud security audit
¢ Blue team audit

e Corporate / Personal Digital
Footprint Analysis

e Artificial intelligence assurance

e Cyber maturity assessments
marketing

e [ncident response planning
e Digital forensics
e Security management plan

e Payment Card Industry Data
Security Standard (PCI DSS)

e Quantum readiness assessment



Let’s protect
your business -
uninterrupted.

Whether you're just starting your
cyber transformation, preparing for
GovAssure, or facing an emerging

threat, our experts are ready to help.

Your Business. Uninterrupted.

Your success relies on resilience. Our cyber
services are designed to deliver it every day.

Hands-on. Comprehensive. Proven.

Let’s talk about securing your future.




About CGl

Insights you can act on

Founded in 1976, CGl is among the largest IT and
business consulting services firms in the world.

We are insights-driven and outcomes-based

to help accelerate returns on your investments.
Across hundreds of locations worldwide, we
provide comprehensive, scalable and sustainable
IT and business consulting services that are
informed globally and delivered locally.

For more information
Visit: cgi.com/uk/cyber-security

Email: cyber.enquiry.uk@cgi.com
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