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In 2023, we posed the question ‘Is 2023 the year we cross the Quantum

Rubicon?’. This blog discussed the potential effects of Quantum
computing, how it can be used for good and bad, and how this interacts
with the ever-evolving cyber security landscape. This included a short
discussion on the threat to current day cryptography, posed by Quantum
compute, especially to asymmetric Public Key Cryptography (PKC).
According to the UK National Cybersecurity Centre (NCSC) “Most PKC
algorithms in use today will be vulnerable to a Cryptographically Relevant
Quantum Computer (CRQC).” Indeed, all algorithms dependent on the
discrete logarithm problem or the difficulty of factoring large numbers, are
vulnerable to potential Quantum attacks.

This year we have argued that for
organisations dependent on PKC,
Post-Quantum Cryptography
(PQC) is not just a future
consideration — itis a present-day
business transformation challenge!

This article expands on this theme, stressing the need for organisations
to act now if they rely on Public Key Cryptography in their solutions and
services and makes the point that despite all the acronyms, mathematics,
and general ‘quantumness’ of things, this is principally an IT centric
business transformation challenge that starts with having a sound
understanding of your cryptographic assets and the business use cases
they support. This is bread-and-butter work for the likes of CGl.


https://www.cgi.com/uk/en-gb/blog/emerging-technologies/2023-year-we-cross-quantum-rubicon
https://www.cgi.com/uk/en-gb/blog/emerging-technologies/2023-year-we-cross-quantum-rubicon

Impact on business

today

The potential impact of all of this is huge. Asymmetric
cryptography is used for key exchange mechanisms,
digital signatures and tokenization services.

As such, quantum computers pose a real risk to

many modern day cryptographic use cases and
associated business applications, including: Public Key
Infrastructure (PKI) services, securing communications,
identity management functions, blockchain usage and
some cryptographic currencies (read NIST IR 8547 for
more detail). For example, both Ethereum and Bitcoin
use Elliptic curve cryptography. All such services are at
potential risk from advances in Quantum Computing,
as is the security of the data and business functions
that rely upon them.

And this is happening as society, government and
industry are increasingly reliant on such capabilities.
The growth of block chain technologies for records
management, cryptocurrencies for virtual trading,
Public Key Infrastructure services for identity assertion,
encryption by default for the Internet, the usage of
digital signatures to underpin identity services for the
Internet of Things, Zero Trust Architectures, Automated
Continuous Integration / Continuous Development
Delivery (CI/CD) pipelines with everything as code,
service-mesh provision etc. are all examples of our
increasing dependency on secure cryptography and all
are at potential risk from Quantum Computing.

In summary, Quantum Computing poses a material threat
to a wide variety T operations including e-commerce, the
Internet of Things (loT), Network Security, Cloud DevOps

and Privacy enforcement.



Why act now?

Really this is a confluence of factors, centred around threat
timelines, capabilities, maturities of standards, regulatory
drivers, competitive positioning, supply chain constraints
and the time it takes to transform your organisation to PQC

In terms of the threat we frequently hear in the

news of significant investments, advancements and
achievements in the Quantum Computing field.

Nvidia has recently announced its investment in its
Nvidia Accelerated Quantum Research Center. IBM
has been talking about attaining quantum advantage
within two years while Google have been espousing the
breakthroughs in the new Quantum chip ‘Willow’, while
Microsoft have their Majorana 1 chip. Out of China we
are hearing about their “Zuchongzhi 3.0” quantum chip.

Fortunately Quantum Computing remains in its infancy
and fortunately most experts agree that the availability
of a Cryptanalytically Relevant Quantum Computer
(CRQQC), suited to breaking Public Key Cryptography
(PKC) keymat, often referred to as ‘Q-Day’, is probably
still 5 to 10 years away, and in practice these will be
very expensive and hence not pervasive. Unfortunately,
there is increasing evidence that malicious parties
are now data mining long term sensitive data, with
a view to a CRQC attack in the future. And this includes
opportunists who can use the dark web to sell stolen
encrypted data to those of interest.

Furthermore the journey to Post-Quantum
Cryptography (PQC) is not an easy one and will take
time. Organisations have to manage their deployment
of PQC algorithms into their services in a manner that
is cost effective and ensures that ongoing operations
are not disrupted. This includes the need to bring their
suppliers along and ensure that legacy integrations

continue to operate. In some cases there may be
constraints limiting the adoption of the new PQC
algorithms which tend towards longer key lengths

and more complicated compute. This is fine in a data
centre, but it maybe a real problem for Internet of
Things (loT) devices with limited hardware and firmware
update issues etc. So it’s all about your ecosystem and
its dependencies. If you and your clients are sharing
data, you cannot force your connection to only support
PQC before all connecting parties are ready.

With the greatest will in the world you can only
transform your services to PQC algorithms when there
are suitable algorithms to integrate to. l.e. you need
industry accepted standards.



NIST has very much taken the lead in this area and
has recently published a suite of PQC algorithms

and associated FIPS guidance suitable for most
operations, including key exchange (FIPS 203) and
digital signing (FIPS 204). These are the resultof a
nine year long competition. Whilst algorithms will
continue to evolve and develop, this has given us all
enough confidence that a standard is available that
we can work to. And importantly this also means that
the providers of cryptographic modules can develop
against, with confidence that they have a market. A
typical His Majesty’s government (HMG) provider can
implement PQC ready algorithms quite quickly but to
be performant that almost certainly requires algorithm
dedicated chips which take years. Fortunately many
have been working on this.

So we are now at that Rubicon moment where
action is increasingly viable for the mainstream.

The interplay between these factors has fed into the
regulatory regime. The US Office of Management and
Budget issued an executive orderon PQC including
the need for all US federal agencies have a plan in
place to achieve PQC state by 2035. This month

this executive order has been revised by the Trump
administration removing the hard timeline but reiterating
the threat and emphasizing risk management. Here in
the UK NCSC have issued guidance for His Majesty’s
government (HMG) and Critical National Infrastructure
that organisation should have a plan in place by 2028
for achieving complete migration by 2035.

Within His Majesty’s government (HMG) and the Critical
National Infrastructure (CNI) sector these timelines will
be enforced. In the wider commercial sector many
organisations are required to follow the good practice
guidelines from competent authorities in order to
comply with standards like ISO27001 or contractual
provisions. So regulatory and contractual obligations
are underpinning and re-enforcing the need for most
organisations to act now.


https://nvlpubs.nist.gov/nistpubs/fips/nist.fips.203.pdf
https://nvlpubs.nist.gov/nistpubs/fips/nist.fips.204.pdf

Transformation as a
business iImperative

While the mathematics behind quantum science,
Quantum Computing and even some areas of
cryptography can be complex and in the realms of the
experts, at the end of the day you need to replace your
CRQC susceptible algorithms, mainly PKC related,
with PQC algorithms. From a business perspective
this is very much a typical business engineering and
transformation challenge.

With any business transformation programme
you will be asking yourself questions like:
e How does this impact your business?

¢ \What are the opportunities and threats and can you
gain competitive advantage?

e What should their priorities be?

¢ How do you mitigate transformation and
security risk?

¢ What is your strategy, roadmap and plan for the
transformation?

e How will they resource that plan?

e How do you implement transition without
undermining current services or data?

e How do you deal with third-party dependencies?

e How do you test and validate?

¢ Who should you partner with?

e What will this cost, in time and money?

Quantum-proofing your organisation is not an
arcane cryptographic challenge, nor is it just a
technology update but a strategic transformation
that touches many systems, processes, and teams.
The complexity is in understanding the business
implications of the change and how risks are managed.
l.e. an enterprise integration risk?

The starting point should be, where are you using
cryptography, especially where reliant on PKC.

How critical are those use cases to your business?
What would be the impact if compromised by a CRQC
and what is the likelihood of that. Probably reflecting
the attractiveness of the target for a malicious party.
How challenging would it be to migrate and how big a
risk would that be to operations? Ensuring a smooth
transition that does not compromise current services is
often key. What are your dependencies and constraints
that would make a transition more complex. All of these
factors should influence your priorities.

Then you need to think about implementation and
develop a strategy, roadmap and plan that lays
out the journey and ensures priorities are met.
This needs to be communicated and converted into a
set of delivery plans that can be tracked and monitored
to completion. What resources do you need to deliver
that, what people skills, what effort, which partners etc.
and what does that mean for your suppliers, customers
and business partners? Indeed how do you flow down
PQC to your suppliers? How much will this cost and
how do you ensure value for money?

Successful delivery is
dependent on confidence
and trust in the correct
outcome.

So how do you ensure that the new mechanisms are
fit for purpose and operate as intended and expected?
How do you validate that outcome and what will be
your assurance processes”?

How do you communicate that to stakeholders and
ensure that they are bought in?



Why partner with a
systems integrator®

We are hoping you are thinking this is all obvious for
any competent transformation manager, but that’s

the point. Yes you will need crypto expertise to
implement and you will need appropriate domain aware
partners to truly understand the implications and good
practices involved but this is not just a crypto problem
and should not be executed as a cryptographic
programme. Nor is it a simple technical refresh, it's an
IT transformation programme at its heart. You should
be taking this opportunity to challenge your current use
of cryptography not simply uplift your algorithms.

This is bread-and-butter territory for a trusted
systems integrator. You just need confidence that
they understand this particular problem set, have

the necessary skills in cryptography and suitable
partnerships to ensure that they can bring the right
solution to meet your business needs. In so doing
they can help you reduce delivery risk, preserve your
operations, accelerate delivery, provide governance,
and ensure alignment with standards and regulations.



How can CGl help”?

CGil prides itself on doing
complex things well,
delivering securely and
consistently for clients
across industries.

As an NCSC-approved Post-Quantum Cryptography
(PQC) Pilot Consultancy, we apply this proven expertise
to help organisations navigate PQC discovery and
migration planning, supporting their readiness for the
post-quantum era while staying focused on achieving
their business outcomes.

We are vendor agnostic, challenge the status quo and
seek innovative solutions to client needs. Security and
privacy by design is entrenched within our Business
Engineering Management Framework (BEMF) and
hence part of all we do, supported here in the UK by
our 250+ strong cyber practice.

CGl works closely with the relevant UK authorities

and cryptographic software and hardware vendors in
the delivery of cryptographic solutions and services
including provision of Public Key Infrastructure
services, industry wide identity management services
and blockchain, i.e. the key impacted domains. We

are heavily engaged in high assurance services

in the defence, government and Critical National
Infrastructure sectors, all areas where achieving PQC is
an NCSC stated high priority.

Contact CGI today

to learn how we can
help you with your Post-
Quantum Computing
Transition challenge.

Our Quantum Safe maturity assessments provide

you with all the support that you will need to help

you evaluate, prioritise, plan and implement that plan
on your quantum safe journey, ensuring that your
organisation maintains its security posture in a cost
effective and efficient manner cognisant of the need to
maintain service operations and resilience.

The Quantum Computing threat to public key
cryptographic solutions, and associated business
functions and processes is real. This will pose a
significant and growing risk to organisations that rely on
such controls. The time to take action is NOW, we have
crossed the Rubicon.

While a cryptographic technical refresh is required this
will have wide-ranging implications for your business
and is a system engineering challenge at its heart.

This is prime territory for a trusted Systems Integrator,
that can de-risk delivery, drive cost efficiencies, ensure
you are compliant with evolving standards, engage with
best of breed suppliers and take this as an opportunity
to reconsider how you use cryptography in support of
your business.
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About CGl

Insights you can act on

Founded in 1976, CGl is among the largest IT and
business consulting services firms in the world.

We are insights-driven and outcomes-based to
help accelerate returns on your investments. Across
hundreds of locations worldwide, We provide
comprehensive, scalable and sustainable IT and
business consulting services that are informed
globally and delivered locally.
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