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Your employees are the first line of defence to
keep your company safe from cyber attack - but
are they up to the challenge?

Most employees will try to do the right thing when it comes to cyber
security, but they may not always be aware of what they need to look
out for. This means malware and phishing attacks remain a significant
challenge to many organisations.

Security is everyone’s responsibility and all employees need to play their
part.

Employees may not fully understand their own cyber responsibility

and the consequences of their actions if they do not follow guidelines.
Participating in physical cyber awareness training allows employees

to experience how to keep information and assets safe in real world
scenarios, and understand best practices in a fun and safe environment.

Over the past decade, escape rooms have become popular adventures
for friends and families. Within a designated time, participants will look for
clues, solve puzzles and decipher riddles to earn their escape.

We have created CGI Cyber Escape to help employees understand
potential cyber security risks; compliment existing security awareness
training and increase their knowledge of how to reduce the impact of a
cyber-attack.

CGl Cyber Escape can be brought to sites around the UK for your
employees to see if they are up to the challenge!

Topics covered

in the CGI Cyber
Escape 2.0 include:
e [T Security

e Phishing email attempts
® Document handling

e Device handling

e Physical security

e Document disposal and
destruction

e Social engineering

e Firewalls
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What to expect

e CGI Cyber Escape is built inside a shipping container, which will tour the
UK, stopping at CGl offices and client sites.

e Teams work together to discover clues, solve puzzles, and accomplish
cyber related tasks in order to progress and “escape” within the time
allowed.

e 50 minute sessions for up to 6 people at a time.

e Tasks are aligned to different security learning objectives. Upon
successful “escape”, participants will receive a handout with the learning
outcomes, further information on security and an escape certificate.

e The whole experience is facilitated by a CGl Games Master.

An experience for everyone

Technology alone is not enough to implement effective cyber security.
Employee diligence and awareness, along with threat intelligence and
skilled cyber security professionals are all part of the equation. CGI Cyber
Escape 2.0 provides security awareness training in a fun and memorable
way for your employees to learn the basics of cyber security and help
control risks within their organisation.

Whilst we are focusing on supporting our clients in enhancing their
security awareness, CGl Cyber Escape is also available for wider
community programmes. We would be happy to join you in supporting
your own environmental, social and governance activities and community
outreach programmes.

We are able to deliver CGI Cyber Escape to suitable sites for extended
periods, allowing our clients, their clients and the surrounding community
to experience the challenge.

How to get in touch : If you would like to book our Cyber Escape 2.0

experience, please email cyberescape@cgi.com for availability.
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About CGl

Insights you can act on

Founded in 1976, CGl is among
the largest IT and business
consulting services firms in the
world.

We are insights-driven and
outcomes-based to help
accelerate returns on your
investments. Across hundreds
of locations worldwide, we
provide comprehensive,
scalable and sustainable IT and
business consulting services
that are informed globally and
delivered locally.

For more information

Visit cgi.com/uk/cyber-security
Email us at
cyber.enquiry.uk@cgi.com
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