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TOP TRENDS

In 2018, cybersecurity and regulation figure prominently among top
trends and priorities, increasing in frequency for the 1,400+ executives
we interviewed across 10 industries.

Becoming digital to meet customer/citizen demands
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Responding to regulatory demands/assuring
regulatory compliance
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TRANSFORMATION STAGE

Current implementation status of the organization’s enterprise-wide
cybersecurity program
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Reactive management
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Compliance management Evaluated risk management

Security as part of
value proposition
Globally, executives are focusing on the following cybersecurity elements
as most important:
Employee training and awareness
75%

/ Identifying critical assets for management and control
/ Testing and verifying cyber response capabilities
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/ Proactive risk management

TOP ACTIONS

Cybersecurity actions
Executives say top cybersecurity actions in response to data protection and
privacy regulation include reevaluating the following activities:

Data management approach
/

Employee data governance
/

Approach to cloud
/ 61%

Sharing of data across borders
55%

/ E-commerce platform

Impact of data privacy

Degree to which data privacy laws and/or regulations have an impact
on the organization (1= low, 10=high).
3% 3% 4%

| \
/N

2 3 4 5 6 7 8 9 10 No answer

Privacy actions

Executives cite these privacy actions being taken in response to
data protection and privacy regulation.
¢ Changing data governance and control

e Updating products/services to encrypt/remove
sensitive data

e |nvesting in customer information platforms/systems
® Managing or consolidating data sources with sensitive data
* Investing in employee record platforms/systems
e Creating safe zones for sensitive data

BENCHMARKING £\

Degree to which the organization’s cybersecurity and digital
transformation strategies are integrated (1=low, 10=high).
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CGl can provide a discussion of all available benchmarking from our
interview data, including each client’s positioning on topics such as IT
satisfaction, IT budgets, innovation investments, digital maturity and more.
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