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Technology for addressing fraud, waste, and abuse (FWA) in 
healthcare claims has changed exponentially over the past 
25 years. Paralleling this advance in technology has been 
the increasing speed and sophistication of healthcare fraud 
tactics and techniques. Both growth curves reflect a focus 
on a retrospective “pay and chase” model that identifies and 
recovers FWA after payment is made. This paper presents the 
preferred method of addressing FWA, pre-pay identification 
and prevention, now enabled by technology advances.



The parallel advance of FWA 
technology, threats and actions
Technology has changed exponentially for addressing fraud, waste and abuse 
(FWA) in healthcare claims over the past 25 years. First, mainframe analytics and 
rules engines coupled with simple case management systems gave way to more 
complex workflows powered by server-based analytics. Then, about 15 years 
ago, the Web opened new delivery capabilities like Software as a Service allowing 
payers to improve their FWA prevention and recovery programs without the 
constraints and expense of having their own information technology infrastructure. 

Experience over the last decade from both in-house FWA solutions as well as 
fully managed services using clinicians, health information professionals and data 
scientists, have pointed to the need for new computing models to tackle the data 
demands of some of the largest healthcare payers in the world.

Paralleling this advance in technology has been the increasing speed and 
sophistication of healthcare fraud tactics and techniques. In the early days, 
healthcare payers needed a greater understanding of the potential threats and 
financial impacts of FWA before having any discussion around technology 
solutions. Today, sound financial management concerns have raised the profile 
and awareness of the depth and breadth of the FWA challenge. 

This is the result of efforts by organizations such as the National Healthcare Anti-
Fraud Association (NHCAA), the European Healthcare Fraud & Corruption Network 
(EHFCN), the Health Insurance Counter Fraud Group (HICFG), the Global Health 
Care Anti-Fraud Network (GHCAN) and others. Government policy makers took 
notice and began mandating the data collection, measurement and analysis, and 
public reporting of the financial impacts of FWA. This increased visibility has led to 
prescriptive solutions to address the threat.

“PAY AND CHASE” VS. PRE-PAY ID
These parallel growth curves —the technology curve and the FWA threat-and-
action curve—reflect a focus on a retrospective model that identifies and recovers 
FWA after payment is made. This is commonly referred to as “pay and chase.”

In many respects “pay and chase” is easier than pre-pay identification and 
prevention, which in turn is easier than predicting future behavior. “Pay and chase” 
does not interrupt the claims processing stream nor delay payments to providers 
or reimbursements to beneficiaries. Also, it can be done on any schedule, without 
the time pressures and corresponding resource constraints. 

On the other hand, because “pay and chase” requires the collection of funds 
after payment is made, it complicates the recovery of FWA and adds labor to the 
process. In the case of true fraud, the likelihood of recovery diminishes over time.

1



2

The preferred method of addressing FWA is pre-pay identification and 
prevention. Stopping an improper payment before it happens eliminates the 
collection and recovery process and the corresponding resources. It does raise 
additional challenges such as the processing time to perform advanced rules and 
analysis, and the effort to address any pended payment in a timely manner to 
satisfy prompt payment regulations or contractual obligations. 

Pre-pay claims editing has been around for decades, beginning with data integrity 
checks and customized rules, and then progressing to proprietary rules engines 
offered by commercial third parties. However, many of these solutions focused on 
the data elements contained on a single claim. 

The limits of processing power and time have prevented the ability to perform 
more complex analysis to compare an inbound claim against historic claims, or to 
measure changes in billing patterns or service mix as a leading indicator of FWA. 
This also points to the need for new computing models.

WHAT ORGANIZATIONS NEED TO TRANSFORM
In moving to future states, what do health organizations need to advance their 
business objectives? Of nearly 100 healthcare business and IT leaders interviewed 
by CGI executives:1

•  Over 80% want to harness the power of analytics to reduce costs, up 43% from
one year ago. They are looking to gain more insights into their data in near-real-
time for actionable intelligence.

•  74% are looking to optimize today’s operations to drive transformation. By
reducing their current expense run rate, they can reinvest the savings into
innovation.

•  72% want greater collaboration inside the enterprise. By reducing the friction
between operations teams and sharing information more rapidly, they can
address emerging trends as they are occurring and adapt to a more rapidly
changing market and threat.

•  69% are investing more in cybersecurity and cyber privacy to protect the
sensitive personal and health-related data in their custody in an environment of
increased threat.

Harnessing advanced analytics

Today, specialized software using advanced analytical algorithms can help 
healthcare payers find improper claims, prevent a payment or recover a payment 
already made. Different claim situations call for different analytical approaches, 
including outlier analysis and predictive modeling. Advanced algorithms can 
interrogate claims against business logic to:

1 CGI Client Global Insights 2017 includes findings from in-person discussions with 1,300 business and IT leaders 
across 10 industries and 17 countries about the trends affecting their organizations and the implications for their 
business. Nearly 100 health organizations participated in these discussions.
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•  Identify hidden patterns and anomalies within a payer’s entire claims universe,
such as counter-to-policy, unusual or logically impossible combinations of
procedures and codes

•  Reveal patterns such as doctor-shopping and excessive provider services in the
business day

•  Highlight abnormal behavior between two or more providers or between a
provider and a beneficiary

•  Rank and score to clearly identify vulnerabilities and assist in prioritizing
workloads

•  Provide insight for cases with the highest potential for recovery, more than
doubling the accuracy of traditional rule-based algorithms and correctly
eliminating false positives 98% of the time

Additional data sources have the potential to further enrich claims data for these 
kinds of analytics. This includes electronic medical records that could provide an 
independent verification of the diagnosis and procedure when matched against 
a claim automatically. Sources like death records, residency records and driver 
licenses also could help verify that patients are who they say they are through list 
matching and link analysis.

Utilizing advanced computing to optimize operations

How can new computing models assist payers in focusing on digital insights to 
reduce cost and improve care while securely driving collaboration? The rise of 
cloud computing offers a new model of delivery to the challenges facing healthcare 
payers. 

Cloud, on a hyper-scale level, can bring enormous amounts of computing power 
to the vast amounts of data processed by even the largest healthcare payers—and 
do so efficiently. If architected natively for the cloud, an FWA solution can process 
in minutes what could take days and weeks in a traditional delivery model. 

Consider the paradigm of a typical data flow in a “pay and chase” approach. 
Monthly or weekly, in some cases daily, paid claims data is dumped into the 
data warehouse or data mart that is used for processing rules and analytics. The 
system is built to handle this large influx of data regardless of the scale. It then 
sits largely idle except for ad hoc analysis or modeling exercises during normal 
business hours. 

In this model, an investment has been made to build a system capable of high-
processing demand 98%-99.9% of the time, but is only being used 32% of the 
time. In a typical cloud model, the payer would only pay for the time and resources 
it uses. The cloud model allows payers to bring significant computing resources 
to bear at a fraction of the cost, enabling the savings to be reinvested into greater 
innovation.
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Increasing automation, both robotic and intelligent 

Standard rules-based approaches to FWA have limitations on efficiency. Rules that 
are more black-and-white can be written for automation. Machine-level decisions 
are clear and unambiguous, and the automation replicates a repetitive decision by 
an auditor. When the choices are not as clear or the outcomes uncertain, and a 
more complex audit or investigation is necessary, it is critical that rules be written 
to exclude false positives to the greatest extent possible. 

Experience has shown that there is a diminishing return on tightening rules to 
exclude false positives in a complex audit. Tightening the rules often may have a 
ceiling in the high 30% to low 40% range for accuracy, while tending to exclude 
more and more true positives in the process. 

Machine learning is a particularly promising technology. It features self-learning 
models that use known outcomes to teach themselves what is a true positive and 
what is a false positive, further automating the decision-making process. Known 
outcomes are fed through the models so the machine can learn what is a true 
positive versus a false positive, and find relationships in the data beyond what 
the rule is trying to find. This approach has shown the ability to exclude as much 
as 65% of false positives with an impact to true positives of less than 1%. The 
combination of higher accuracy rates and faster processing capability means more 
FWA threats can be detected before payment is made, reducing the need for “pay 
and chase”

Improving collaboration

Many healthcare payers have split the work of identifying FWA among several 
groups: 

•  A Special Investigations Unit (SIU) is often tasked with identifying true fraudulent 
activities and performing complex investigations.

•  A provider audit unit is directed to address abusive billing schemes that 
exaggerate the level and type of care, sickness of the patient, or site of service. 

•  A claims audit unit may perform more routine reviews of duplicate billings and 
payment integrity reviews. 

While these units have different skillsets and mandates, they also have overlapping 
responsibilities. A series of innocent looking, duplicate invoices may become a 
pattern of behavior that rises to the level of abuse or true fraud necessitating a 
referral. 

A provider audit may uncover activity leading to a fraud investigation that may 
require more provider education, or locking a provider or beneficiary into 100% 
pre-pay review. 
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Having a common rules engine, analytics platform and case management system 
creates the opportunity for greater collaboration within the enterprise and the ability 
to address threats more quickly and with greater efficiency.

“Baking in” security

External and insider cyber threats are growing in number and scope, particularly 
in an increasingly interconnected society. In a recent study,2 90% of healthcare 
organizations reported a data breach. Nearly 50% of these breaches were 
reported as a criminal attack, while another 13% were committed by a malicious 
insider. Data breaches of this kind both damage reputations and negatively impact 
the bottom line. 

Security to protect customer information must meet a broad set of international 
and industry-specific compliance standards, such as ISO 27001, HIPAA1, 
HITRUST, FedRAMP2, SOC 1 and SOC 2. Adopting and adhering to these 
standards as part of the technology lifecycle significantly reduces risk, and is 
offered in compliant cloud environments.

CONCLUSION
The exponential advancement of technology creates an opportunity to fight fraud 
in a way that enables the goals of healthcare payer organizations. New analytic 
models give greater insights into identification of FWA. Advanced computing 
models are reducing the operating cost of technology, making it accessible to 
enterprises of all sizes, while robotic and intelligent automation is improving the 
accuracy of detection. More flexible platforms are enabling greater collaboration 
across the enterprise and standards-based cybersecurity practices are protecting 
the data. With this opportunity comes a risk of falling behind, both the fraud curve 
and the competition, for organizations that delay or do not adopt these new 
capabilities. 

HOW CGI CAN HELP 
CGI has been assisting government and commercial healthcare payers in 
addressing the challenge of FWA for more than 25 years with our CGI ProperPay 
solution and supporting services. The work our team members perform every day, 
as well as the input from our clients, informs our approach and solution. If you 
want to learn more about using the power of cloud, analytics, collaboration and 
security to predict and prevent FWA, please visit cgi.com/properpay.

2 Sixth Annual Benchmark Study on Privacy & Security of Healthcare Data, Ponemon Institute.

http://cgi.com/properpay
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