I'T Security Product. .
Certification Services

GI's IT Security Evaluation and Test Facility offers

comprehensive software testing services and a wealth

of competitive advantages to IT security product
vendors worldwide.

With CGI’s IT security lab, you gain the benefits of a qualified, accredited
and independent evaluation laboratory along with the expertise, experience
and global resources of a large, end-to-end IT services company with
69,000 professionals operating in more than 40 countries.

OUR SERVICES

CGlI’s systems and software testing and accreditation services include the
following:

e Common Criteria evaluations

e FIPS 140 cryptographic module validations

e PCI PTS payment device consulting

e Vulnerability assessments

e Penetration testing

e Forensics, including evidence grade lock-ups

e Prototype testing and analysis, such as hardened service designs
e Assurance continuity

WHAT MAKES US A PARTNER OF CHOICE?

e Client satisfaction: CGI's ISO-9001 certified Client Partnership
Management Framework continuously engages clients in the successful
delivery of their projects.

o Efficiency and excellence: Canadian evaluations are recognized
internationally for their high quality and effectiveness. CGl’s approach
leverages close relationships with clients and certification bodies to deliver
successful, on-time evaluations.

¢ Global scale with responsive service: CGI’s global IT services and
expertise in both systems integration and outsourcing enable us to
effectively manage large, complex evaluations. At the same time, our lab is
known for its client commitment and technical depth, earning repeat
business from clients that are industry leaders. We believe responsiveness
is key to a positive experience.
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ADVANTAGES OF CANADIAN COMMON CRITERIA EVALUATIONS

CGI's Canadian-based IT security lab—one of only three in the country—offers ABOUT CGI
numerous advantages, including the following:

¢ No certification body charges: Canada’s certification body does not
charge. In other jurisdictions, a surcharge is imposed on labs and those
charges are passed on to the client.

¢ Faster and more efficient certification: The Canadian scheme features
phased reporting throughout the course of evaluations. This ensures that
the certification body is fully aware of findings and verdicts by the time a
final evaluation report is submitted. Due to this supervision and monitoring
by the certification body throughout the process, quick certification
decisions are the norm and rework and retesting are rare.

¢ Flexibility and stability: Canada was one of the original six charter
members of Common Criteria and, since 1995, has been a full partner in
the FIPS-140 Cryptographic Module Validation Program with the US
National Institute of Standards & Technology (NIST). Canadian certification
bodies are known for the maturity and stability of their schemes, as well as
their flexible approach to industry requirements.

OUR COMMITMENT TO YOU

CGl is committed to our clients and their success. As a major industry player
with global reach, we bring technical depth to resolve their challenges and meet
their business needs. Our lab has an extensive track record of delivering results
for clients worldwide. Contact us to learn how we can help you.
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