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Application Security

Assurance Services

Current State of the Industry

e “Over 70 percent of security
vulnerabilities exist at the
application layer, not the
network layer” (Gartner)

o “The battle between hackers
and security professionals
has moved from the network
layer to the Web applications
themselves” (Network World)

e ‘L osses arising from
vulnerable web applications
are significant and expensive
— up to $60 billion annually”
(IDC/IBM Systems Sciences
Institute)

e “64 percent of developers are
not confident in their ability to
write secure applications”
(Microsoft Developer
Research)

Government & Industry
Security Compliance Acts

e Sarbanes-Oxley Act (SOX)

e Health Insurance Portability
and Accountability Act
(HIPAA)

o Gram-Leech-Bliley Act

e Payment Card Industry Data
Security Standard (PCI-DSS)

o Federal Information Security
Management Act (FISMA)

e COBIT and ISO 17799
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APPLICATION SECURITY

Today, organizations increasingly leverage the Internet for essential
daily business operations and to interact with their stakeholders.
Business transactions, and sensitive and/or private data, have rapidly
moved well beyond the four walls of the enterprise.

An organization’s software applications are no longer just tools; they
are highly-valued assets to the organization, and they represent an
organization’s brand and ability to generate competitive advantage.
Protecting these assets demands a focused and disciplined approach
to Risk Management and Security Assurance.

Hackers are turning their attention from network and servers to applications.
However, application security is not being adequately addressed. Security, after
functionality and performance, is considered to be the third pillar of application
quality.

If the growing security threats to enterprise applications are not enough to change
the status quo of application security, then the increasingly stricter regulatory and
compliance requirements from governments and industry groups around the world
should serve as a wake-up call to the software industry to harden security controls at
application level.

Together, application development teams, QA teams and Operation teams, need to
address enterprise application security as a quality issue and manage security
throughout all phases of SDLC. We call it Secure SDLC:

CGI'S SECURE SDLC:

REQUIREMENTS

Should be defined according to
governance rules for authentication,
authorization, non-repudiation, data

confidentiality, integrity,
accountability, session management,
transport security, privacy, etc.

OPERATE/ MAINTAIN
Vulnerability scanning should be regularly
performed during the maintenance phase on both
the application and infrastructure to ensure
no new security risks have been
introduced and that the level of
security is still intact.

PLANNING & DESIGN

Should take into consideration
network, server, middleware,
database and programming
platform vulnerabilities,
leveraging techniques such as
threat modeling and risk
analysis.

DEPLOY MENT

Application should be tuned
and hardened at all layers
of the platform stack to
minimize infrastructure
software mis-configuration
vulnerabilities.

GOVERNANCE

Security Polices,
Guidelines, Standards,
Procedures, Metrics
created & enforced b
organizations

TESTING

Penetration Testing should be
performed during SIT to simulate
application abuses and ensure any
vulnerabilities uncovered are properly
addressed as “security bugs.”

DEVELOPMENT

Should follow secure coding
guidelines. Code review & code
scanning should be performed to
minimize coding vulnerabilities.



Business
solutions
through
information
technology®

FEELING INSECURE? CGI’'S ASA SERVICES CAN HELP

CGl’s Application Security Assurance practice is powered by CISSP certified
security specialists, industry-proven security assurance processes and
methodologies and a wide array of commercial, open source and proprietary
tools. Our progressive, four level security testing approach provides you the
highest assurances that your organization’s assets, remain assets — not
liabilities.
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Level 1: Vulnerability Scanning: automated approach to identify well-known
platform vulnerabilities, caused by out-of-date software versions, missing
security patches, infrastructure mis-configurations, and deviation from secure
operational procedures and guidelines.

Level 2: Security Functionality Testing: targets application code and logic to
ensure users are restricted to specific functional roles/use cases. Execution is
manual using pre-designed misuse and abuse test cases

Level 3: Penetration Testing: ensures that only users granted access to the
system are capable of accessing the applications and only through the
appropriate gateways. Uses advanced hacking techniques by expert-level
resources to identify application vulnerabilities that are exploitable.

Level 4: Covert Red Teaming: simulates real-world attack method of iterative
discovery and attack, and escalating privilege. This is one of the most powerful
and revealing forms of security testing, but also one of the most technically
challenging forms of security testing.

Our Commitment

At CGl, we believe in implementing technology that transforms our clients’ business
environments. That's why we offer our services to a focused set of industries where
we have developed deep experience and expertise. We understand our clients’
business realities and have the know-how and solutions needed to advance their
business goals.
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CGI Application Security Risk
Assessment

We can help you effectively
manage your application
security and supporting
infrastructure by helping your
organization to identify and
mitigate its security risks.

e Threat & Vulnerability
Assessment

e Risk Analysis (Impact,
Probability and Asset Value
Assessment)

¢ Risk Management Plan
(Accept / Deny / Transfer /
Mitigate)

Our CISSP certified experts can
help your software development
team with:

e Designing secure application
architecture

e Evaluating application
security tools & devices

e Developing application
security solutions

We also provide the following
governance and management
services for Secure SDLC
Methodology:

e Secure SDLC Auditing
e Secure SDLC Training
e Secure Test Management
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